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1 The Purpose and Target Audience of the Document

This document is part of the NemLog-in Service Provider Package. The purpose of this document is to
serve as the technical documentation for integrating the NemLog-in Signature Validation API.

The document is aimed at developers and architects.

1.1 Document Conventions

Code examples and XML snippets are written using a fixed width font. References are marked in
square-brackets, e.g. [XAdES].

1.2 Abbreviations

Abbreviation Description

Signature Format The target format (XAdES, PAdES, CAdES, ASIC) of the signed
documents.

Signer End user identity performing the actual document signing. This
can be a person or an employee signing on behalf of an organiza-
tion

Signature Signatures is produced for an individual. F.ex. a person or an em-
ployee

Seal Seals is a signature produced for a legal identity, e.g. a business
or organization.

OID Object Identifier. Standardized identifier mechanism used for nam-
ing objects.
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2 Introduction

NemLog-In includes a web service for validating signed documents. The signed documents may have
been signed using the NemLog-In Signing Component, see [SP Implementation], but this is not a re-
quirement as the component can verify signatures with trust in the EU Trusted List. That means any
qualified and advanced signature based on a certificate issued by a trust service provider that has
been notified to the EU Commission by the member state of the trust service provider.
Supported signed document types:

e PAdES - please refer to [PAJES].

e XAdES - please refer to [XAdES].

e CAdES - please refer to [CAJES].

e ASIC - please refer to [ASIC].
The Signature Validation web service can be accessed using multiple interfaces:

o A SOAP web service API.

e ARESTAPL

e A public website for uploading signed documents and inspecting and downloading the result-

ing validation report.

The subsequent chapters will detail the interfaces further.

2.1 Limitations
The validation service support signed documents as described above with the following limitations:

o X.509 certificates is the only supported certificate format.
e Signatures with Evidence Records are not supported
e The validation service always aims to validate a document in the signature classe LTA.
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3 Signature Validation SOAP API

The Validation Component defines a SOAP Web service (WS) Validation API analogous to the
REST/JSON based Validation API.

The WS Validation API is based on the following standards:

e OASIS DSS-X: Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0.
o ETSITS 119 102-2: Defines the format of a detailed AdES Signature Validation Report (ETSI
Report, henceforth).

3.1 SOAP API Schemas
The URL to the WSDL-definition of the NemLog-In Signature Validation SOAP API is defined below:

Environment Signature Validation SOAP API

Customer Test In-
tegration

Production

To test the Webservice, use e.g. SoapUl or save a request to a file, request.xml, and issue:

curl --header "content-type: text/xml" -d @request.xml

The underlying OASIS DSS-X schemas are available at:

3.2 SOAP API Design Considerations

The OASIS DSS protocol is quite extensive, and the NemLog-In Validation Component only supports
a small subset of the protocol.

The overall design of the SOAP API has been to facilitate upload of the signed document to validate

using a VerifyRequest, and to return a VerifyResponse containing the result of the validation, primarily
in the form of a signed ETSI validation report — see example ETSI report in Appendix D.

Example VerifyRequest:
soapenv soapenv="http://schemas.xmlsoap.org/soap/envelope/"
core="http://docs.oasis-open.org/dss-x/ns/core"
base="http://docs.oasis-open.org/dss-x/ns/base"
em
em
core ="test"

ore ="application/pdf"
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core
soapenv
soapenv

core
core
core

Example VerifyResponse for a successful validation:

SOAP-ENV
SOAP-ENV
SOAP-ENV

core

base
core
core
core
core
core
core
core
SOAP-ENV
SOAP-ENV

SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

="test"
base="http://docs.oasis-open.org/dss-x/ns/base"
core="http://docs.oasis-open.org/dss-x/ns/core"

base

core

Example VerifyResponse for a failed validation:

SOAP-ENV
SOAP-ENV
SOAP-ENV

core

base
base
base
base
core

SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

="test"
base="http://docs.oasis-open.org/dss-x/ns/base"
core="http://docs.oasis-open.org/dss-x/ns/core"

base
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core xm] ="en"

core xml ="en"

3.3 SOAP API Profile

The SOAP API adheres to a NemLog-In Validation Profile layered on top of the [OASIS DSS-X] stand-
ard protocol. This section outlines the restrictions imposed by the NemLog-In profile.

General Restrictions:

Only the XML protocol is supported. Not JSON.
For the DSS Core Binding, only the SOAP 1.2 Transport Binding is supported.
Only signature verification is supported, not signature creation.

VerifyRequest restrictions:

VerifyRequest may contain a RequestID attribute with an identifier defined by the client. If de-
fined, the response will return the same id.
VerifyRequest must always include a single signed document with an embedded AdES signa-
tures with one of the supported formats. Hence it must have an InputDocuments child ele-
ment, containing a Document child element, which in turn must contain the signed document
in a Base64 child element.
The signed document may be of type PAdES, XAdES, CAdES or ASiC. The type is flagged
using the MimeType attribute of the Base64Data element, with the values:
o PAdES: MimeType must be “application/pdf”.
XAJES: MimeType must be “application/xml” or “text/xml”.
CAdES: MimeType must be “application/x-pkcs7-mime”.
ASIC: MimeType must be either “application/vnd.etsi.asic-e+zip” for the ASiC-E con-
tainer type or “application/vnd.etsi.asic-s+zip” for the ASiC-S container type.
VerifyRequest may include an Optionallnputs child element, which in turn may contains any
combination of the following Boolean-valued child elements:
o ReturnSignerldentity: If the value is true, the response will contain a Signerldentity el-
ement with the identity of the signer, if this information is available.
o ReturnSigningTimelnfo: If the value is true, the response will contain a Signing-
Timelnfo element with the signing time, if this information is available.
o ReturnProcessingDetails: If the value is true, the response will contain a Processing-
Details element with the textual processing details, if this information is available.
All other elements and attributes specified for VerifyRequest in the OASIS DSS-X specification
are invalid in the NemLog-In Validation Profile.

O O O
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VerifyResponse restrictions:

If VerifyRequest defined a RequestID attribute, VerifyResponse will contain a RequestID at-
tribute with an identical value.
VerifyResponse always contains a detailed signed validation report based on ETSI TS 119

102-2.

The ETSI report is encoded in a Base64 element, which must be the only child element of an
Other element, which in turn is the child element of the OptionalOutputs element.

If and only if the signed document being validated contained a single signature, VerifyRe-
sponse will contain a Result element with the following child elements:

(¢]
(e]

(¢]

ResultMajor: The values are as defined by OASIS DSS-X.
ResultMinor. Optional element containing a URI with a sub-indication, as defined by

ETSI EN 319 102-1.
ProblemReference: Contains as its value a unique ID that correlates with the Nem-

Log-In logging system.

If and only if the signed document being validated contained a single signature, VerifyRe-
sponse may contain the following child elements of OptionalOutputs (in addition to the ETSI
report already described):

o

Signeridentity: May contain the identity of the signer, if this information is available,
and if the ReturnSignerldentity element was included in VerifyRequest with a value of
true.

Signing Timelnfo: May contain a SigningTime child element with the signing time, if
this information is available, and if the ReturnSigning Timelnfo element was included in
VerifyRequest with a value of true.

ProcessingDetails: May contain a list of the child elements ValidDetail, InvalidDetail or
IndeterminateDetail with textual processing details, if this information is available, and
if the ReturnProcessingDetails element was included in VerifyRequest with a value of
true.

All other elements and attributes specified for VerifyResponse in the OASIS DSS-X specifica-
tion are invalid in the NemLog-In Validation Profile
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4 Signature Validation REST API

The NemLog-In Validation Component provides a simple REST API for validating a signed document.
The API consists of a single REST endpoint for uploading the signed document and will return a Vali-
dation Report. The REST APl is documented in Appendix A and the data models are documented in
Appendix C.

The url to the NemLog-In Signature Validation REST API is defined below:

Environment Signature Validation REST API

Customer Test In-
tegration

Production

4.1 Usage
The API can be used by any number of REST client libraries. Example CURL command:

curl -X POST "https://<uri>/api/validate™ \
-H "accept: application/json" \
-H "Content-Type: multipart/form-data" \
-H "Expect:" -H "Transfer-Encoding: chunked" \
-F "file=@signed-pades.pdf;type=application/pdf"

The result will have the following format:

"result":
"documentName": "signed-pades.pdf",

"signaturesCount": 1,

"validSignaturesCount": 0O,

"signatures":
"signatureFormat": "PAdES BASELINE LTA",
"signaturelLevel”: "NA",

"indication": "TOTAL FAILED",

"subIndication": "FORMAT FATILURE",
"signingTime": "2020-09-07T06:27:25.0004+0000",
"signedBy": "Bodil Udsen",
"certificateChain":
"subjectDN": "C=DK,...,CN=Bodil Udsen",
"serialNumber": "7862DESECE0159C84FT7ES5B56E57D6A29A5CB45CE",
"notBefore": "2020-09-07T06:17:31.000+0000",
"notAfter": "2020-09-17T06:17:31.000+0000",
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"policies":
"1.2.208.169.1.1.2.1.1",

"0.4.0.194112.1.2"

"subjectDN": "C=DK, ...,CN=Den Danske Stat kvalific

eret udstedende-CA 1",
"serialNumber": "2BEF396D16BC5D3BCO5D5BFADCF99A4DB298E95B0",
"notBefore": "2020-09-04T10:30:42.000+0000",

"notAfter": "2030-09-02T10:30:42.000+0000"

"subjectDN": "C=DK, ...,CN=Den Danske Stat kvalificeret rod-CA",

"serialNumber": "23A0DA2C29579D9FEOFFD6D56758063E489961DD",

0

"notBefore": "2020-09-04T10:30:09.000+0000",

"notAfter": "2045-08-29T10:30:09.000+0000"

’
"errors":
"The result of the timestamps validation process is not conclusive!"
’

"warnings":

nm

The signature/seal is not a valid AdES digital signature!"

’
"etsiReport": "<?xml version=\"1.0\" encoding=\"UTF-8\" standalone=\"yes\"?>\n<ValidationRe-

port>...</ValidationReport>\n

The main success or failure of the signature validation can be gauged by looking at the “indication”
field. As documented in Appendix C, the indication will flag the signature as being either “TO-
TAL_PASSED”, “TOTAL_FAILED” or “INDETERMINATE”".

The signed ETSI report, included in the Validation Report, is documented further in Appendix D.

4.2 Using SignSDK

As an alternative to writing the client code yourself, the SignSDK provides a simple client library for
validating the signature of a signed document by calling the Validation REST API. See [SP Implemen-
tation] for information about the SignSDK.

Example usage:

// Can also be initialized from an InputStream, a Path, etc..

SignatureValidationContext ctx = SignatureValidationContext.builder ()

Page 11 of 36



.setValidationServiceUrl (“https://<uri>/api/validate”)
.setDocumentName (“signed-pades.pd£f”)

.setDocumentData (signedDocumentBytes)

.build() s
SignatureValidationService service = new SignatureValidationService();
ValidationReport report = service.validate (ctx);
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5 Signature Validation Website

The NemLog-In Validation Component also provides a public website for uploading signed documents
and viewing or downloading the resulting Validation Report. The website will call the Validation REST
API detailed in Chapter 4, and the returned Validation Report thus follows the data models docu-
mented in Appendix C.

The url to the NemLog-In Signature Validation Website is defined below:

Environment Signature Validation Website

Customer Test

Production

The Signature Validation website is publicly accessible and does not require authentication.

Signed documents can be validated by clicking the “Add Document/Tilfaj dokument” button, or by
dragging the files into the window. The progress and result of the signature validation will be displayed
in a list below:

NEMLOG-IN 4

Validate Documents

For checking the validity of a electronic signed Aenean lacinia bibendum nulla sed consectetur. If you wish to read more about electronic
document, you can upload it here. Cum sociis natoque penatibus et magnis dis signature, you can continue to read here: About
Each document can not exceed the size of 20 MB. parturient montes, nascetur ridiculus mus. Electronic Signature

Add Document Or drag your files into the window

Your Documents

Name Signature Validation
Signer
Bodil Udsen

Date for signature

23-10-202011:15:29

» minimal-signed.pdf

| clearlist |

Clicking the document name will expand the Ul to display a few additional signature details. See ex-
ample above.
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The document list thus makes the following information available for a validated document:

Field Description

Signature Validation The coloured bar signals the main outcome of the validation:

o Valid (green): Signals that the validation completed with an indica-
tion of total-passed.

o Validity could not be verified (yellow): Signals that the validation
completed with an indication of indeterminate.

e Error (red): Signals that the validation completed with an indica-
tion of total-failed.

Signer The Signer associated with the signing certificate.

Date for signature The best signature date.

The best signature date is the date in the past at which the validation process has evidence that the
signature was created. For signatures without a valid time stamp, this value is the signature validation
time. If the signature contains a valid signature time stamp, the best signature date is the date within
the signature time stamp.

Clicking the three-vertical-dots widget next to the Signature Validation bar, provide two further func-
tions:

= Signature details

¥y Download validation report

Invoking “Download validation report” will download the signed ETSI Validation Report. Invoking “Sig-
nature details” will open a window with additional signature details:
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Signature Validation Detalils

Subject DN
C=DK,SERIALNUMBER=UIL:DK-person:22222222-ae53-443f-b7ch-
01b94fbf7a51,5URNAME=Udsen, GIVENNAME=Bodil,CN=Bodil Udsen
Serial number

CO9B51DCDCACB5FE5ENA4298586C8693F2802A85

Issuing CA

C=DK,0=Den Danske Stat,OU=Test - certifikat.local,CN=Den Danske Stat kvalificeret
udstedende-CA 1

Issued by C=DK,0=Den Danske Stat,0U=Test - certifikat.local,CN=Den Danske Stat
kvalificeret rod-CA

Issue date

23-10-2020 11:05:39

Expiration date

02-11-2020 10:05:39

Certificate type

Qualified person

Certificate policies
1.2.208.169.1.1.21.1
0.4.0.194112.1.2

Signature format
PAdES BASELINE LTA

Signature level

Qualified Electronic Signature

The displayed fields are:

Field Description

Subject DN The signer certificate subject DN.

Serial number The (Hex) serial number of the signer certificate.

Issuing CA The DN of the signing certificate issuer.

Issued by Will in turn list the chain of issuers.

Issue date The valid-from date of the signer certificate.

Expiration date The valid-to date of the signer certificate.

Certificate type Determines the signature type based on the signer certificate policies:
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¢ MOCES

¢ VOCES/FOCES

e Qualified person

e Qualified employee

e Qualified organization

e EU qualified natural person with key on QSCD

e EU qualified organization with private key on QSCD
e EU qualified natural person

e EU qualified organization

Certificate policies

The signer certificate policy OIDs.

Signature format

The signature format — please refer to Appendix C.

Signature level

The signature level — please refer to Appendix C.
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Appendix A. Signature Validation REST API

The Signature Validation REST API defines a single REST endpoint for validating the signature of a
signed AdES document.

Required parameters are tagged with *.

Authentication

The REST APl is a public interface with no requirements for authentication.

Validation REST API - validate endpoint
REST endpoint that returns a validation report for the submitted signed document.
POST https://<uri>/apilvalidate

Request Parameters

Name In Type Description
file* body File Signed Document to validate. Encoded as multipart/form-
data using the “file” parameter name. See RFC-7578.
Content-Type* header  string “multipart/form-data”
Accept* header  string “application/json”
CorrelationldManager header  string The Correlation ID is defined by the caller and will be
Correlationld logged in the NemLog-In validation backend.
Response
Code Content-Type Description
Type
200 OK application/json A validation report containing a signed ETSI XML report
ValidationReport and a ValidationResult data model.

The ValidationReport and ValidationResult data models are
defined in Appendix C.

400 Bad Request Invalid request
500 Internal server Error validating signed document.
error NB: This is a server error, not an indication that the signa-

ture was invalid.

504 Gateway Timeout Error calling the backend validation service.
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Appendix B. Signature Validation SOAP API

The Signature Validation WS SOAP API defines a single webservice endpoint for validating the signa-
ture of a signed AdES document.

Required parameters are tagged with *.

Authentication

The SOAP API is a public interface with no requirements for authentication.

Validation WS API — validate endpoint
SOAP WS endpoint that returns a validation report for the submitted signed document.
POST https://<uri>/ws

Request Parameters

Name In Type Description
* body SOAP SOAP message containing VerifyRequest as defined by
Envelope the OASIS DSS protocol, restricted to the profile detailed in
section 3.3.

The VerifyRequest must contain the base64-encoded
signed document and mime type as defined in the profile.

Content-Type* header  string “text/xml”

Accept header  string “text/xml”

CorrelationldManager header  string The Correlation ID is defined by the caller and will be

Correlationld logged in the NemLog-In validation backend.

Response

Code Content-Type Description
Type

200 OK text/xml SOPA message containing VerifyResponse as defined by
SOAP Envelope the OASIS DSS protocol, restricted to the profile detailed in

section 3.3.

The VerifyResponse will contain the signed ETSI XML re-
port and validation indication flags as specified in the pro-

file.
400 Bad Request Invalid request
500 Internal server Error validating signed document.
error NB: This is a server error, not an indication that the signa-

ture was invalid.
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Appendix C. Signature Validation Data Models
The Signature Validation REST API returns a ValidationReport defined in this Appendix.

Required model fields are tagged with *.

ValidationReport

The ValidationReport model is returned from a successful validation.

Name Type Description

result* ValidationResult JSON-based validation result.

etsiReport* string Signed ETSI XML validation report.
ValidationResult

Encapsulates the validation result for the signed document.

Name Type Description
documentName* ValidationResult Name of validated document.
signaturesCount* int Number of signatures included in the validated document.

There should always be exactly 1 signature for PAdES and
XAdES signed by the NemLog-In Signing Service.

validSignaturesCount* int Number of valid signatures.

signatures ValidationSignature[] The validation result for each signature.

ValidationSignature

The validation result for each signature of the validated document.

Name Type Description

signatureFormat* string The signature format. One of:

XML_NOT_ETSI
XAdES_C

XAdES_X

XAJES_XL

XAdES_A
XAJES_BASELINE_LTA
XAdES_BASELINE_LT
XAJES_BASELINE_T
XAdES_BASELINE_B
CMS_NOT_ETSI
CAdES_BASELINE_LTA
CAdES_BASELINE_LT
CAJES_BASELINE_T

Page 19 of 36



CAdES_BASELINE_B
CAdES_101733_C
CAdES_101733_X
CAdES_101733_A
PDF_NOT_ETSI
PAJES_BASELINE_LTA
PAJES_BASELINE_LT
PAJES_BASELINE_T
PAJES_BASELINE_B
PKCS7_B

PKCS7_T

PKCS7_LT
PKCS7_LTA
UNKNOWN

signatureLevel® string The signature level (qualification). One of:

QESIG

QESEAL

QES

ADESIG_QC

ADESeal_QC

ADES_QC

ADESig

ADESeal

ADES
INDETERMINATE_QESIG
INDETERMINATE_QESEAL
INDETERMINATE_QES
INDETERMINATE_ADESIG_QC
INDETERMINATE_ADESEAL_QC
INDETERMINATE_ADES_QC
INDETERMINATE_ADESIG
INDETERMINATE_ADESEAL
INDETERMINATE_ADES
NOT_ADES_QC_QSCD
NOT_ADES_QC

NOT_ADES

NA

indication* string The main result of the validation. One of:
e TOTAL_PASSED

e TOTAL_FAILED
INDETERMINATE

sublndication string A sub-indication of the validation. One of:

FORMAT_FAILURE

HASH_FAILURE
SIG_CRYPTO_FAILURE

REVOKED
SIG_CONSTRAINTS_FAILURE
CHAIN_CONSTRAINTS_FAILURE
CERTIFICATE_CHAIN_GENERAL_FAILURE
CRYPTO_CONSTRAINTS_FAILURE
EXPIRED

NOT_YET_VALID
POLICY_PROCESSING_ERROR
SIGNATURE_POLICY_NOT_AVAILABLE
TIMESTAMP_ORDER_FAILURE
NO_SIGNING_CERTIFICATE_FOUND
NO_CERTIFICATE_CHAIN_FOUND
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REVOKED_NO_POE

REVOKED_CA _NO_POE
OUT_OF_BOUNDS_NO_POE
OUT_OF_BOUNDS_NOT_REVOKED
CRYPTO_CONSTRAINTS_FAILURE_NO_POE
NO_POE

TRY_LATER

SIGNED_DATA_NOT_FOUND

signingTime*

ISO-8601 Datetime

The signing time.

signedBy* string The Signer identity, as extracted from the signing certificate
subject DN.
email string The Signer email, if present in the signing certificate sub-

jectAlternativeName attribute.

*

certificateChain

ValidationCertificate[]

The ordered certificate chain, with the signing certificate
first, and issuing and root certificates next.

errors string[] List of textual validation error messages.
warnings string(] List of textual validation warning messages.
infos string[] List of textual validation information messages.

ValidationCertificate

Encapsulates the signing certificate and its issuing and root certificates.

Name Type Description
subjectDN* string The certificate subject DN.
serialNumber* string HEX-encoded certificate serial number.

notBefore* ISO-8601 Datetime Start date of certificate validity period.
notAfter ISO-8601 Datetime End date of certificate validity period.
policies string[] List of certificate policy OIDs.

This will only be defined for the signing certificate, not the
issuing and root certificates.
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Appendix D. Signature Validation ETSI Report

The format of the detailed AJES Signature Validation Report, or ETSI Report for short, is defined by
the ETSI TS 119 102-2 standard.

Example ETSI Report

An example ETSI report is reproduced on the following pages.
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<?xml version encoding
< :ValidationReport xmlns
xmlns:
:SignatureValidationReport>
< :Signatureldentifier id
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>FSjXb9jshFRt46ik0tzNQAWHTBQTwk1lbiyh1mDmLOPQ=</DigestValue>
</ :DigestAlgAndValue>
<SignatureValue>
MEYCIQDay8EIsbQKDHvyt@bhZCBEUdYgzjB3mF4p7myT10xkdgIhAOMcmOR3Z3NTG1EQqjGaWk2V3DOI5HG70Y3ROGUNOKg/
</SignatureValue>
< :HashOnly>false</ :HashOnly>
< :DocHashOnly>false</ :DocHashOnly>
</ :Signatureldentifier>
< :ValidationConstraintsEvaluationReport>
< :ValidationConstraint>
< :ValidationConstraintIdentifier>
urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptanceValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:indeterminate</ :MainIndication>
< :SubIndication>urn:etsi:019102:subindication:TRY_LATER</ :SubIndication>
</ :ValidationStatus>
</ :ValidationConstraint>
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:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:pastSignaturevalidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:pastCertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationTimeSliding
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
</ :ValidationConstraint>
:ValidationConstraintsEvaluationReport>
:ValidationTimeInfo>
< :ValidationTime>2020-11-24T10:18:33Z</ :ValidationTime>
< :BestSignatureTime>
< :POETime>2020-09-30T05:01:00Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ :TypeOfProof>
< :POEObject VOReference
</ :BestSignatureTime>
:ValidationTimeInfo>
:SignersDocument>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>t9IVkcGNo3NwnT2I3fXuqwtQiTWeWABFEXTOiTXfC3M=</DigestValue>
</ :DigestAlgAndValue>
< :SignersDocumentRef
VOReference
:SignersDocument>
:SignatureAttributes>
< :SigningTime Signed >
< :Time>2020-09-30T05:00:49Z</ :Time>
</ :SigningTime>
< :SigningCertificate Signed
< :AttributeObject
VOReference
:SigningCertificate>
:DataObjectFormat Signed >
< :ContentType>1.2.840.113549.1.7.1</ :ContentType>
:DataObjectFormat>
:SignatureTimeStamp>
< :AttributeObject
VOReference
< :TimeStampValue>2020-09-30T05:01:00Z</ :TimeStampValue>
:SignatureTimeStamp>
:CompleteCertificateRefs/>
:CompleteRevocationRefs/>
:AttributeCertificateRefs/>
:AttributeRevocationRefs/>
:MessageDigest Signed >
< :Digest>FSjXb9jshFRt46ikotzNQAWHTBQTwklbiyhimDmLOPQ=</ :Digest>
:MessageDigest>
:DSS>
< :Certs
VOReference

:0CSPs
VOReference

</ :DSS>
< :DocTimeStamp>
< :AttributeObject
VOReference
< :TimeStampValue>2020-09-30T05:01:02Z</ :TimeStampValue>
</ :DocTimeStamp>
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:Name>
< :NameElement>NemLog-In Signing SDK</ :NameElement>
:Name>
:SubFilter>
< :SubFilterElement>ETSI.CAdES.detached</ :SubFilterElement>
:SubFilter>
:ByteRange>0 1172 33942 495</ :ByteRange>
:Filter>
< :Filter>Adobe.PPKLite</ :Filter>
</ ‘Filter>
:SignatureAttributes>
:SignerInformation Pseudonym
< :SignerCertificate
VOReference
< :Signer>Bodil Udsen</ :Signer>
:SignerInformation>
:SignatureQuality>
< :SignatureQualityInformation>urn:cef:dss:signatureQualification:indeterminateQESig
</ :SignatureQualityInformation>
:SignatureQuality>
:SignaturevValidationProcess>
< :SignatureValidationProcessID>
urn:etsi:019102:validationprocess:LTA
</ :SignatureValidationProcessID>
:SignatureValidationProcess>
:SignaturevValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:indeterminate</ :MainIndication>
< :SubIndication>urn:etsi:019102:subindication:TRY_LATER</ :SubIndication>
< :AssociatedValidationReportData>
< :TrustAnchor
VOReference
:CertificateChain>
< :SigningCertificate
VOReference
:IntermediateCertificate
VOReference
:TrustAnchor
VOReference
</ :CertificateChain>
< :CryptoInformation>
< :ValidationObjectId
VOReference
< :Algorithm>http://www.w3.0rg/2001/04/xmldsig-moret#ecdsa-sha256</ :Algorithm>
< :SecureAlgorithm>true</ :SecureAlgorithm>
< :NotAfter>2025-12-31T723:00:00Z</ :NotAfter>
</ :CryptoInformation>
</ :AssociatedValidationReportData>
</ :SignatureValidationStatus>
</ :SignatureValidationReport>
< :SignatureValidationObjects>
< :ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:timestamp</ :0ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>2jyyvjOqRkvyzfdNvcVLYh6c7MeLkTwXv8YKdTaM9rM=</DigestValue>
</ :DigestAlgAndValue>
:ValidationObjectRepresentation>
:POEProvisioning>
< :POETime>2020-09-30T05:01:00Z</ :POETime>
< :ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:SignatureReference>
< :DigestMethod>http://www.w3.0rg/2001/04/xmlenc#sha256</ :DigestMethod>
< :DigestValue>K6KIojn6LsUEdx@YqQlWGaaa5yP10HqzKVcXf/RN22Q=</ :DigestValue>
</ :SignatureReference>
</ :POEProvisioning>
< :ValidationReport>
< :ValidationConstraintsEvaluationReport>
< :ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
</ :ValidationConstraint>
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</

:ValidationConstraint>

<

</

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
:ConstraintStatus>

:ValidationStatus>

< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
:ValidationStatus>

:ValidationConstraint>

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
:ConstraintStatus>

:ValidationConstraint>

<

</

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
:ConstraintStatus>

:ValidationStatus>

< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
:ValidationStatus>

:ValidationConstraint>

<

</

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptancevValidation
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
:ConstraintStatus>

:ValidationStatus>

< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
:ValidationStatus>

:ValidationConstraint>

<

</

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
:ConstraintStatus>

:ValidationStatus>

< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
:ValidationStatus>

:ValidationConstraint>

<

</

<

</

:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:pastSignaturevalidation
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
:ConstraintStatus>

:ValidationConstraint>

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:pastCertificateValidation
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
:ConstraintStatus>

:ValidationConstraint>

<

</

<

</
:ValidationConstraint>

:ValidationConstraintIdentifier>urn:cef:dss:bbb:validationTimeSliding
:ValidationConstraintIdentifier>

:ConstraintStatus>

< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
:ConstraintStatus>

:ValidationConstraintsEvaluationReport>

:SignerInformation>

:SignerCertificate

VOReference

:Signer>Kvalificeret tidsstemplingsenhed 1</ :Signer>
:SignerInformation>

:SignatureQuality>
:SignatureQualityInformation>urn:cef:dss:timestampQualification:QTSA

<

<

<
</

:SignatureQualityInformation>

:SignatureQuality>
:SignatureValidationStatus>
:MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>

<
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:AssociatedValidationReportData>
< :TrustAnchor
VOReference
:CertificateChain>
< :SigningCertificate
VOReference
:TrustAnchor
VOReference
</ :CertificateChain>
< :CryptoInformation>
< :ValidationObjectId
VOReference />
:Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha512-rsa-MGF1</ :Algorithm>
:SecureAlgorithm>true</ :SecureAlgorithm>
:NotAfter>2025-12-31T723:00:00Z</ :NotAfter>
</ :CryptoInformation>
</ :AssociatedValidationReportData>
</ :SignatureValidationStatus>
</ :ValidationReport>
</ :ValidationObject>
< :ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:timestamp</ :0ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>C63iJfw5Tnq/wy9FA33796r289nYXBMP7sn3vjJ4N+s=</DigestValue>
</ :DigestAlgAndValue>
:ValidationObjectRepresentation>
:POEProvisioning>
< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:ValidationObject
VOReference
:SignatureReference>
< :DigestMethod>http://www.w3.0rg/2001/04/xmlenc#sha256</ :DigestMethod>
< :DigestValue>K6KIojn6LsUEdx@YqQlWGaaa5yP10HqzKVcXf/RN22Q=</ :DigestValue>
</ :SignatureReference>
</ :POEProvisioning>
< :ValidationReport>
< :ValidationConstraintsEvaluationReport>
< :ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
</ :ValidationConstraint>
< :ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
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:ValidationConstraintIdentifier>
:ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptanceValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:pastSignatureVvalidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:pastCertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationTimeSliding
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
</ :ValidationConstraint>
:ValidationConstraintsEvaluationReport>
:SignerInformation>
< :SignerCertificate
VOReference
< :Signer>Kvalificeret tidsstemplingsenhed 1</ :Signer>
:SignerInformation>
:SignatureQuality>
< :SignatureQualityInformation>urn:cef:dss:timestampQualification:QTSA
</ :SignatureQualityInformation>
</ :SignatureQuality>
< :SignatureValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
< :AssociatedValidationReportData>
< :TrustAnchor
VOReference
:CertificateChain>
< :SigningCertificate
VOReference
:TrustAnchor
VOReference
</ :CertificateChain>
< :CryptoInformation>
< :ValidationObjectId
VOReference
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< :Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha512-rsa-MGF1</ :Algorithm>
< :SecureAlgorithm>true</ :SecureAlgorithm>
< :NotAfter>2025-12-31T723:00:00Z</ :NotAfter>
</ :CryptoInformation>
</ :AssociatedValidationReportData>
</ :SignatureValidationStatus>
</ :ValidationReport>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:certificate</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>CCvKLoV+PeF99CUviDzv66hUNva6BnYZIMGmtkTeY2s=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:00Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>
< :POEObject VOReference
</ :POE>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:certificate</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>GMxaJpnkKXY2RCHdTvjOQvOooAXwgMaVCDom3rRO4eNE=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>
< :POEObject VOReference
</ :POE>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:certificate</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>HJ1DZc9HZXtLZCbgMOLyvbxhKejHFhGKqsOYoew8STs=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ :TypeOfProof>
< :POEObject VOReference
</ :POE>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:certificate</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>iunaBhXyKfoybFU3BgeqZpV1lqp@Orn3Z26PYQ/ZODSAE=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ :TypeOfProof>
< :POEObject VOReference
</ :POE>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:certificate</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>k8xbztjYXisp5+a/Ryy045ZLbpWYbWPsX94mKFIivYs=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:00Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>
< :POEObject VOReference
</ :POE>
</ :ValidationObject>
< :ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:certificate</ :ObjectType>
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:ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>+XYB6YOUBgF8nSQ7BjF3DkeLEGdkwb+WGwmIaH+fiZY=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:027</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>
< :POEObject VOReference
</ :POE>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:0CSPResponse</ :0bjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>sR2UpCUSXASqbRhCGK+1rd3NOK1nQYSC5600HMI0z0U=< /DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>
< :POEObject VOReference
</ :POE>
< :ValidationReport>
< :ValidationConstraintsEvaluationReport>
< :ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptancevValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:indeterminate</ :MainIndication>
< :SubIndication>urn:etsi:019102:subindication:TRY_LATER</ :SubIndication>
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</

</ :ValidationStatus>
:ValidationConstraint>

</ :ValidationConstraintsEvaluationReport>
< :SignerInformation>

<

<

:SignerCertificate
VOReference
:Signer>Den Danske Stat kvalificeret udstedende-CA OCSP 1</ :Signer>

</ :SignerInformation>
< :SignatureValidationStatus>

<
<
<

</

:MainIndication>urn:etsi:019102:mainindication:indeterminate</ :MainIndication>
:SubIndication>urn:etsi:019102:subindication:TRY_LATER</ :SubIndication>
:AssociatedValidationReportData>
< :CertificateChain>
< :SigningCertificate
VOReference
</ :CertificateChain>
< :CryptoInformation>
< :ValidationObjectId
VOReference />
< :Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha256-rsa-MGF1</ :Algorithm>
< :SecureAlgorithm>true</ :SecureAlgorithm>
< :NotAfter>2025-12-31723:00:00Z</ :NotAfter>
</ :CryptoInformation>
:AssociatedValidationReportData>

</ :SignatureValidationStatus>
</ :ValidationReport>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:0CSPResponse</ :0bjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>jW2LRiZFU0o9Tq@zta9e+hc6uolqTDe3TTMP272XS6AM=< /DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>

< :POE>

< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>
< :POEObject VOReference

</ :POE>

< :ValidationReport>
< :ValidationConstraintsEvaluationReport>

<

:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptanceValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
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</

< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>

</ :ValidationConstraintsEvaluationReport>
< :SignerInformation>

<

<

:SignerCertificate
VOReference
:Signer>Den Danske Stat kvalificeret rod-CA OCSP</ :Signer>

</ :SignerInformation>
< :SignatureValidationStatus>

<
<

</

:MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
:AssociatedValidationReportData>
< :CertificateChain>
< :SigningCertificate
VOReference
</ :CertificateChain>
< :CryptoInformation>
< :ValidationObjectId
VOReference />
< :Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha256-rsa-MGF1</ :Algorithm>
< :SecureAlgorithm>true</ :SecureAlgorithm>
< :NotAfter>2025-12-31T723:00:00Z</ :NotAfter>
</ :CryptoInformation>
:AssociatedValidationReportData>

</ :SignatureValidationStatus>
</ :ValidationReport>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:0CSPResponse</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>svNg+Nv7F2tXn6y51q+nEpyBivwd8zAcraQTsE1TveQ=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>

< :POE>

< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ :TypeOfProof>
< :POEObject VOReference

</ :POE>

< :ValidationReport>
< :ValidationConstraintsEvaluationReport>

<

</
<

:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
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</

< :ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptanceValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>

</ :ValidationConstraintsEvaluationReport>
< :SignerInformation>

<

<

:SignerCertificate
VOReference
:Signer>Den Danske Stat kvalificeret rod-CA OCSP</ :Signer>

</ :SignerInformation>
< :SignatureValidationStatus>

<
<

</

:MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
:AssociatedValidationReportData>
< :CertificateChain>
< :SigningCertificate
VOReference
</ :CertificateChain>
< :CryptoInformation>
< :ValidationObjectId
VOReference />
< :Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha256-rsa-MGF1</ :Algorithm>
< :SecureAlgorithm>true</ :SecureAlgorithm>
< :NotAfter>2025-12-31T723:00:00Z</ :NotAfter>
</ :CryptoInformation>
:AssociatedValidationReportData>

</ :SignatureValidationStatus>
</ :ValidationReport>
:ValidationObject>
:ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:CRL</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>Tqgp/u29tstzwrN2i8HswXfPbu3iYQcQBYKs5A6RONWY=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>

< :POE>

< :POETime>2020-11-24T10:18:33Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ : TypeOfProof>

</ :POE>

< :ValidationReport>
< :ValidationConstraintsEvaluationReport>

<

:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:formatChecking
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:identificationOfTheSigningCertificate
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
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:ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:validationContextInitialization
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:disabled</ :Status>
</ :ConstraintStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:cryptographicVerification
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:signatureAcceptancevValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
:ValidationConstraint>
:ValidationConstraint>
< :ValidationConstraintIdentifier>urn:cef:dss:bbb:x509CertificateValidation
</ :ValidationConstraintIdentifier>
< :ConstraintStatus>
< :Status>urn:etsi:019102:constraintStatus:applied</ :Status>
</ :ConstraintStatus>
< :ValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
</ :ValidationStatus>
</ :ValidationConstraint>
</ :ValidationConstraintsEvaluationReport>
< :SignerInformation>
< :SignerCertificate
VOReference
< :Signer>Den Danske Stat kvalificeret rod-CA</ :Signer>
</ :SignerInformation>
< :SignatureValidationStatus>
< :MainIndication>urn:etsi:019102:mainindication:passed</ :MainIndication>
< :AssociatedValidationReportData>
< :TrustAnchor
VOReference
:CertificateChain>
< :SigningCertificate
VOReference
:TrustAnchor
VOReference
:CertificateChain>
:CryptoInformation>
< :ValidationObjectId
VOReference />
:Algorithm>http://www.w3.0rg/2007/05/xmldsig-more#sha512-rsa-MGF1</ :Algorithm>
:SecureAlgorithm>true</ :SecureAlgorithm>
:NotAfter>2025-12-31T723:00:00Z</ :NotAfter>
</ :CryptoInformation>
</ :AssociatedValidationReportData>
</ :SignatureValidationStatus>
</ :ValidationReport>
</ :ValidationObject>
< :ValidationObject id
< :ObjectType>urn:etsi:019102:validationObject:0CSPResponse</ :ObjectType>
< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm />
<DigestValue>yBsBguYX5/rdHe3Qb5A9ndooZoSefQS6e+S1ESu7+vM=</DigestValue>
</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>
< :POETime>2020-09-30T05:01:02Z</ :POETime>
< :TypeOfProof>urn:etsi:019102:poetype:validation</ :TypeOfProof>

Page 34 of 36




< :POEObject VOReference
</ :POE>
:ValidationObject>
:ValidationObject id

< :ObjectType>urn:etsi:019102:validationObject:signedData</

< :ValidationObjectRepresentation>
< :DigestAlgAndValue>
<DigestMethod Algorithm

:ObjectType>

/>

<DigestValue>t9IVkcGNo3NwnT2I3fXuqwtQiTWeWABFEXT9iTXfC3M=</DigestValue>

</ :DigestAlgAndValue>
</ :ValidationObjectRepresentation>
< :POE>

< :POETime>2020-09-30T05:01:00Z</ :POETime>

< :TypeOfProof>urn:etsi:019102:poetype:validation</

< :POEObject VOReference
</ :POE>
</ :ValidationObject>
</ :SignatureValidationObjects>
<ds:Signature xmlns:
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm
<ds:SignatureMethod Algorithm
<ds:Reference Id
<ds:Transforms>
<ds:Transform Algorithm
< :XPath xmlns:
Filter
</ :XPath>
</ds:Transform>
<ds:Transform Algorithm
</ds:Transforms>
:DigestMethod Algorithm

<ds:DigestValue>LrWz6VcAq7p8orQsF8FbcP1KVRpEyrIxU74wOkXgwcU=</

:Reference>
:Reference Type
URI
<ds:Transforms>
<ds:Transform Algorithm
</ds:Transforms>
<ds:DigestMethod Algorithm

<ds:DigestValue>j5nkQLT4FC7Rj0Ip/0jGHAZHrYJjtEexoAzzNIWZXx4U=</

</ds:Reference>
:SignedInfo>
:SignatureValue Id

0+10qRVvyEi1S30VGOMNGVTkwnTI09gbIGUh1KNGDSsxbtfLOfgyD. .

:Signaturevalue>
:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>

MIIGyzCCBP+gAwIBAgIUVHM6+Rb7B8aeA8fApm31pox. .

</ds:X509Certificate>
:X509Certificate>

MIIGxjCCBHqgAwIBAgIUOWUPi2ne9fLwCglJaAznete. .

</ds:X509Certificate>
:X509Certificate>

MIIHGTCCBM2gAwIBAgIUPMzQkfT8Y4AIRW6pKSCctO27A. .

</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
<ds:0Object>

< :QualifyingProperties xmlns:

Target
:SignedProperties Id
:SignedSignatureProperties>

:SigningTime>2020-11-24T10:18:33Z</

:SigningCertificatev2>
:Cert>
< :CertDigest>
<ds:DigestMethod Algorithm
<ds:DigestValue>

: TypeOfProof>

>/descendant::ds:Signature

/>

/>
:DigestValue>

/>

/>
:DigestValue>

>

.KO+VISy+ImWwwXD3FGOA4tA89pufVv1X2jrNxW2MMMvX

.3dv690gkfU08Qi9+KZDI1HRbERaTwaDBXHuefTWmn6Uq

.zEhu4algKykXerIKQwiu7swwnOurdrOPXV7sVwwS2A==

.C+/eXHP2sgp/YeAIQ7e86z0oPNDQuILO+Kp3zBEx+trNS

:SigningTime>

MBOfR+KBSUJINNbOZ9qS59T9QRBDt3kwH. . .mcTttHZmywxf+3yoFzQ==

</ds:DigestValue>
</ :CertDigest>
< :IssuerSerialv2>

MIGUMHykejBAMSOwWKwYDVQQDDCREZWAERGFU. . . Xp4DXx8CmbfWnTEgroQ==

</ :IssuerSerialv2>
</ :Cert>
</ :SigningCertificateV2>
</ :SignedSignatureProperties>
< :SignedDataObjectProperties>
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:DataObjectFormat ObjectReference
:MimeType>text/xml</ :MimeType>
</ :DataObjectFormat>
</ :SignedDataObjectProperties>

</ :SignedProperties>
</ :QualifyingProperties>
</ds:0bject>
</ds:Signature>
</ :ValidationReport>
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